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01 In one line

HydraScan collects nothing, sends nothing and has no servers. Everything it finds stays on

your phone and disappears when you uninstall it.

02 No account, no analytics

There is no sign-up, no profile and no advertising identifier. The app contains no analytics SDK

and no crash reporter, so no usage data is generated in the first place.

03 The camera

The optics finder shows a live preview and looks for bright spots in it. Frames are analysed in

memory and discarded immediately. Nothing is saved to storage, and nothing is transmitted

anywhere.

04 Bluetooth

The radar only listens to advertising packets that nearby devices broadcast publicly.

HydraScan never pairs with a device, never connects to one and never sends anything over

Bluetooth. On Android 12 and newer it uses the scan permission with the neverForLocation

flag, so it cannot derive your location.

05 The network

The audit opens short local connections to addresses inside the network your phone is

already on, purely to see which ports answer and what banner they return. No traffic leaves

that local network, and no credentials are ever submitted.



06 Wi-Fi and the location permission

The Wi-Fi air scan lists the access points in range, because a camera does not have to be on

the network your phone is joined to. Android hands that list out only to apps holding the

location permission — the set of networks around you identifies a place almost as precisely as

coordinates do. HydraScan asks for it on that one screen and nowhere else, and never reads

your position: the app contains no call for coordinates at all. The scan is passive; it reads the

beacons access points broadcast publicly and never connects to any of them.

07 What is stored on the device

Your settings, which modules you have already tried, and a short history of your own scans —

date, network name, how many devices were found and which were flagged. Settings are part

of your ordinary Android backup, so reinstalling the app does not reset them; the scan history

is excluded from backup on purpose and can be erased at any time in Settings.

08 Purchases

Payments are handled entirely by Google Play. HydraScan never sees your card, name or

address; it only asks Google whether a purchase is active on this device.

09 Children

HydraScan is a security utility intended for adults and is not directed at children under 13.

10 Changes and contact

If this policy changes, the updated version will ship with the app and the date above will

change. Questions go to astra.core.nova.dev@gmail.com.
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